Secure Your 

"All in a Day's Digital Work" 

From Spam and Phishing, Social Network Spoilers, 
Online Banking Frauds, Cyberbullies, 
Browser Hijackers, Online Download Threats and 
Other Digital Threats. 
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Our digital life spans across our 
email accounts, social networking sites, net 
banking accounts, online shopping sites, Peer-to- 
Peer websites, websites for media streaming and 
downloading. Our slipshod browsing behavior and online 
activities can expose our digital life to potential threats 
including data theft, personal and credit card details leaks and 
even attract stalkers to us and our kids, thus making our digital 
life risky! That's why we have highlighted each type of online 
threats you could be exposed to, through all in your day's digital 
work. 

We have also shown guidelines on how you can ward off 
those potential threats and safeguard your digital life by 
mapping safety measures necessary to follow while 
you use email, carry out online transactions, 
socialize and enjoy digital entertainment. 
Remember, your safety is first. 
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Is Your Browser Vulnerable 
• to Hijacking? 

What H 2 is to our lives is what browsers are to our 
digital life. But, our careless browsing behaviors pose 
severe threats to our browser. Did you know that by 
navigating to freeware, shareware or advertisement- 
supported websites we can easily change browser 
settings and install spyware or adware? Worse still, 
many spyware or adware programs include browser 
hijacker virus, which get covertly installed on your 
computer through host installation process! Imagine 
where our ignorance can land us in! 
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Can We Remove 
Browser Hijacker Virus 

along with the 

Host Spyware/Adware? 

Sadly, no. Even if your antispyware or 
antivirus software can remove the spyware, 
it cannot affect the browser hijacker virus in 
a PC. Also, many browser hijacker viruses 
sneak in a PC by exploiting some web 
browser vulnerabilities or ActiveX controls. 
Authors of such browser hijackers run 
hazardous websites filled with adult 
content, illegitimate advertising content, 
pop-ups or codes. On visiting these 
websites, browser hijacker codes and scripts 
get instantly installed on your PC. Since 
browser hijacker parasites do not pop up 
any setup wizards or windows during 
download/install, you may not be aware of 
browser hijacker virus. So, how to know if 
your browser is hijacked? 



How to Know 

If the Browser is Hijacked? 

Though you cannot sense any sign during browser hijacker installation process, but 
later, PCs infected with browser hijacker virus show signs such as, errors, instability of 
browser, automatic browser redirect to some unwanted sites and many more. 
Following are some of the notorious signs to tell if your computer is infected with 
browser hijacker virus. 

• Has the homepage or some browser settings been changed with URLs of the sites 
which you always avoid? 

• Do you fail to navigate to specific websites especially 
security software websites? 

• Have you recently noticed flood of ad pop-ups to 
interrupt your browsing or overall computing activities? 

• Did you notice new toolbars or bookmarks being added 
to the browser? You may also notice unfamiliar 
icons, bars or links integrated to the browser. 

• Is your computer performing sluggishly 
Browser hijacker virus or malware will 
slow down your Internet speed or PC 
performance. 
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What are the 

Threats and Consequences 

of Browser Hijacking? 

In order to prevent browser hijacker parasites, we need to be aware of the different types of such 
parasites and their consequences on your computer. 

• CoolWebSearch is one common browser hijacker threat you need to be 
aware of. If infected with any of the entire group of CoolWebSearch 
parasites, your Internet search will be redirected to the 
coolwebsearch.com site. This browser hijacker may display unwanted flow 
of advertisements, alter default search engine, browser security settings, default home page 
etc. These parasites can also steal your banking details, username and password, and other 
personal details. 

• SafeSearch is another prevalent browser hijacker virus which targets Internet Explorer and 
sends users to its website and triggers ads from pornographic websites to feature. It 
further prevents users from visiting MSN search engine or VeriSign websites. 

• IBIS WebSearch is another potential threat which installs third-party toolbar on the IE 
browser which creates a browser skin, forces search process through its own web 
service. It is also capable of changing the default start page, search result pages, and 

also IE browser settings. Which is even worse is that IBIS WebSearch covertly updates itself; installs unsafe software on a computer without users' 
permission or knowledge. That's not all; these parasites also collect and send keywords that users type in, to its web server. 

• Many browser hijacker parasites exploit security vulnerabilities and reveal users' name, full address, contact information, and other vital identity 
data. They also track the browsing activity of the user as part of their collection of data for advertisement. 
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How to Remove 

Browser Hijacker Virus? 

To resume hassle-free and safe browsing, you must remove browser hijacker virus from your 
computer at the earliest. Unfortunately, removing such browser hijacking virus from a computer is 
not only difficult but also tricky. However, it isn't impossible for sure. Follow the below mentioned 
methods to remove and prevent browser hijacker from your PC 



Read 
disclaimer 

Read disclaimers before 
installing any free software by 
emphasizing on the add-on programs 
that get installed with the main program. 

Many free programs hide spyware 
programs that get installed automatically. 
If you have installed any such free 
program earlier, then uninstall the 
program to remove the 
associated browser 
hijacker. 



Add/Remove 
programs 

Have you spotted this unfamiliar 
program on your PC that you have never 
used? Use 'Add/Remove Programs' option to 
uninstall it immediately. To do this, go to the 'Control 
Panel' and find 'Add/Remove Programs'. Identify the 
program in the list of programs, right-click it and select 
Uninstall'. Once uninstalled, restart your computer to 
remove the parasite from your PC completely. 

Tip: Remember that all legitimate toolbars and programs 
including ASK, Alexa Toolbar, Yahoo Toolbar, Google 
Toolbar, and Windows Live Toolbar allow uninstalling 



from the 'Add/Remove Programs'. If you cannot 
If the browser is still opening the uninstall using this option, then shut down your 

unwanted home page or search page, then pc and boot your PC in the 'Safe Mode*, 
use security software which offers removal of Then, uninstall the program from 
browser hijacker. Get TechGenie which prevents the 'Safe Mode', 

browser hijacking, warns of potential browser 
hijacking threats, detects and prevents malicious websites. 



Reset browser 
settings 

Many browser hijacker programs will 
change the security and privacy settings of your 
browser to be able to change the default home page 
and the search service to a predetermined webpage. To 
resolve these browser issues, follow these instructions: 

• Type in and use a safe search service such as 
Google or MSN. 

• Restore the changed home page to your preferred 
home page. Also, check and change the browser 
security settings. Once the changes are made, 
close the browser window. 

• Now, once again launch the browser to check 
if it opens with the home page. 
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Phishing Scams- 
• The online monster 

Similar to the browser, our email accounts are also targeted by cyber 
crooks. 

Thanks to our email accounts, we can keep in touch with our personal 
and professional contacts for 24x7. However, there is a flip side to it 
and it is 'Phishing'. Does that indicate that we need to tread 
carefully while receiving and opening email messages to be 
able to fend off the graving risks related to phishing scams? 
Cybercriminals use different techniques and tricks to lure 
unwary users and steal credentials and financial 
information. 

Hence, we need to bring certain safety measures into play to 
be aware of the different types of online fraudulent activities 
and protect ourselves as well as our families from falling prey 
to these nasty schemes. So, here we have brought 

everything that you need to know about phishing 
scams. 





« 



* 
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How Does Phishing Scam 

Work? 



Imagine this: One day you come across a message from your bank threatening 
to discontinue your account if you fail to reply immediately. However, this 
message doesn't look real. What would you possibly do? Most probably, 
IGNORE it. 

Such e-mail messages are nothing but sheer examples of online identity theft 
that deceive you and extract your personal and financial information such as 
bank account numbers, payment card numbers, passwords et al. In addition to 
stealing your credentials, some phishing scammers also send out e-mails 
containing content that might infect your computer with viruses and tempt 
you to take part in money laundering activities 

You may notice messages that read: 

"We suspect an unofficial transaction on your Savings Account To make sure 
that your account is not compromised, please click the below given link to 
confirm your identity. " 

"While doing our regular verifications of accounts, we missed to check your 
information. Please click here to instantly update and validate your 
information. " 

"Our records show that your account has been overcharged. Call us within 7 
days to get a refund. 
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Here's How You Can Get 



Trapped 



Phishing scammers adopt various techniques to deceive you and steal your information. For your safety, we have listed the most prevalent ones. By 
getting familiar with the different methods of phishing, you can certainly protect yourself. 



Bogus links 



Phishing e-mails generally include hyperlinks which prompt 
you to click on them. As soon as you click the link, it 
redirects you to a fraudulent website which contains a web 
form to extract your credentials such as banking and credit 
card details, residential address and contact number. 
Generally, you will be asked to login with your user id and 
password. All the information that you provide to login to 
the fake website will be collected and even used by cyber 
criminals. So, beware of e-mails including messages like: 

• Verify your account information 

• System failure requiring users to provide their 
credentials again 

• Made up account charges 

• Disagreeable account charges 

• New free scheme or plan requiring immediate action 




Embedded web form 



In addition to forged links, some phishing scams also include 
embedded forms, which actively prompt you to enter your 
credentials and then send back the e-mailer to the sender. 



Malicious attachments and downloads 



The third kind of phishing fraud might trick you into installing 
a malicious program on your computer. It happens when you 
either open an attachment or download the virus from a 
website. Once installed, the mastermind behind the scam uses 
the malicious software to steal information from your PC. 
Typically, such spam e-mails are sent to a huge number of 
people at one go in the hope to trap more victims 

As soon as you realize that you have become a 
victim of any kind of scam, act up instantly. 
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Traits of a 

Phishing E-mail 

Identifying a phishing message is not 
a big task. It is very easy to find out 
which e-mail is malicious. There are 
a few signs that majority of the 
scammers practice. Some of the 
common traits are: 

• The message is on behalf of 
someone and don't contain the 
sender's details 

• The message contains fuzzy and 
fake looking logos 

• The message doesn't contain any 
e-mail signature or details of 
contact 

• The message contains grammar 
and spelling mistakes 

• The message requires you to 
take immediate action 

• The message text is in an image 
form 

• The message contains suspicious 
attachments 

©iYogi 2013 



What to Do If You Think You Have Been 

a Victim of a Scam? 

If you think that you have ever replied to a phishing scam and have provided personal or financial 
information, you should follow the below given steps: 



Change your password. The moment you 
find out that you have given your 
credentials to a scammer, instantly change 
your passwords for the account that you 
think can be compromised. Also, change 
your PINs. Make sure to select a password 
that is not easy to guess or is like your 
previous password. 



Talk to the bank directly. Whenever you get 
a message requiring you to update your 
credentials in a web form or on a link 
provided, never believe them. Rather, 
contact your bank directly. 



Set fraud alerts on your bank 
reports. It is always a good idea 
to set fraud alerts on all your 
bank reports. This will assist you 
to keep a check on all unwanted 
activities happening in your bank 
account. 



Close bank account. If you 
believe that any of your bank 
accounts has been opened or 
accessed fraudulently choose to 
permanently close that account 
by taking the appropriate 
measures for the same. 
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How to Avoid Phishing Scams? 

It is better to be safe than to be sorry. In order to avoid becoming a victim of a phishing scam and living its consequences, you must definitely know how 
to avoid such messages. By brining into play the below mentioned tips, you can protect your personal and financial information from getting into the 
hands of nasty criminals. 



1. Don't provide your e-mail address 

Spammers primarily aim to get your e-mail 
address before spamming you. So it is 
suggested, not to give in your e-mail address so 
easily to a stranger. Create a disposable e-mail 
address to give away if you must. 

2. Think before you act 

Spammers always want you to act swiftly before 
you even get the time to think. If there is a 
sense of urgency, don't get swayed. Be patient 
and give it some time. 

3. Don't ignore silly errors 

As mentioned above, spam messages generally 
contain grammar and spelling mistakes. Most 
bogus e-mails are of very poor quality. If you 
notice any obvious error, pay utmost attention. 



4. Do some research 

Never ever believe the information shared 
through e-mails they could be fake. Don't 
expect unsolicited messages offering stock tips, 
financial solutions, low interest loans etc. In 
case the e-mail claims to be from the bank 
where you have your account, always do your 
research. It is best to contact the bank directly. 

5. Don't believe in e-mails requiring 
you to provide credentials 

Any e-mail that asks you to give your personal 
or financial information is definitely a scam. So, 
never trust them. 

6. Ignore links and attachments 

Scammers, in order to deceive you, generally 
send you misleading links or malicious 
downloads and attachments. Thus, never get 



enticed to open such links, attachments etc that 
you receive through e-mails. Also, never copy 
and paste links directly from the message. 
Instead, open the website by accessing your 
browser. 

7. Get a security suite 

One of the easiest ways to avoid such spam 
messages is to get an effective security suite. 
TechGenie Total Security actively stops all 
incoming spam e-mails from entering your 
inbox. 

8. Regularly review your bank 
statements 

It is a good habit to routinely review all your 
bank statements as well as credit card 
statements for unknown expenditure that you 
didn't make. 



© iYogi 2013 



tech^enie \ Three PC Wishes: Speed I Security I Support 



Where Should You Report about 

Phishing Attacks? 

If you think you are getting too many fraudulent e-mails or you have become a victim, report the problem to: 



Internet Fraud Complaint 
Center: 

Promptly take action on phishing websites 
and find out the scammers behind the 
fraud. 



National Resource for Identity 
Theft: 

In case your credentials have been stolen, 
report the incidence immediately to 
minimize the damage. 



Always remember that you are being targeted every time you go online. 
Therefore, it is very important to keep your eyes open and be wary of 'phishy' 
schemes. Also, never get under pressure to give up your credentials. 



Report the incidence to 
authorities: 

It is always suggested to report about the 
message to the concerned authorities 
immediately. 
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Online Transaction Security: 
• How to Bank and Shop Smartly? 

Don't know how best you can keep your online transaction secured from the malicious tactics 
of cybercriminals? Here's what you ought to know... 

Online transactions offer the ease and efficiency of carrying out a transaction from the 
very comforts of your home and office, even your holiday destination. Utility bills 
payment, transferring money to your family, and shopping expeditions can be 
very well carried out through the online means. However, while enjoying the 
benefits of online transaction, it's also important to ensure that your online 
security is not at stake. Ensure that your personal information as well as 
your computer is secure from online threats plotted by cyber criminals. 

Cyber criminals not only try to dig holes into your security 
measures and Internet habits, but they also trick you into 
revealing your personal details. This may lead to various 
consequences such as identity theft, credit/debit card 
fraud, and check fraud. So, it is important to put in place 
adequate measures in order to stay safe from online 
threats. 
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Be Watchful of Online Threats 

Online threats are everywhere. You may fall in their trap while shopping or banking online. The only way to remain safe lies in taking preventive 
measures. Here are some common online threats that are highly prevalent in today's online environment: 



Phishing Scams 

As we have already mentioned earlier, Phishing 
scams are nothing but forged messages that are 
used as a social engineering tool by spammers 
and cybercriminals. They use this tool to trick 
you into revealing your personal details like 
username and password to your bank accounts. 
Once they get hold of the information, they can 
manipulate it and even misuse the same. 

Pharming 

Pharming is a scamming tactic used by cyber 
crooks to mislead you into accessing fake 
websites, even without your knowledge. 
Pharming is performed by installing a malicious 
code in your computer. 

Man-in-the-Middle Attack 

This is an active Internet attack through rogue 



software. The software acts as the bridge 
between you and the bank's website. This 
software actively intercepts information that is 
communicated between you and the bank. 

Man-in-the-Browser Attack 

This attack is similar to the man-in-the-middle 
attack. However, in this attack, Trojan horse acts 
as a middle man between you and the bank's 
website. The installed Trojan horse changes the 
form of the contents that you provide to the 
bank. These changes remain undetected and 
thereby lead to scamming. 

Keylogging 

The Keylogging process is accomplished through 
software that is smartly added to the computer 
to keep a track and log every keystroke that you 
make on it. It is designed to capture your 
personal details such as login credentials, bank 



account number, and credit/debit card number. 

These are some of the common threats or 
techniques that are deployed by cyber 
criminals to steal your personal information 
while you are performing an online transac- 
tion. Let's check out some consequences of 
online security threats. 
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Consequences of 

Online Security Thre< 



Why do you become the victim of fraudsters' tricks? It is so, 
because the fraudsters know that you are vulnerable to their 
security threats. It's true that security threats are highly effective 
when vulnerabilities exist in your computer systems, security 
software, and in your online habits. These security vulnerabilities 
can result in several consequences affecting your computer system 
as well as your personal information. To name, a few of them are: 



Financial loss and identity theft. 
Invasion of privacy. 

Sluggish PC performance and risk of potential 
crash 

Loss of Internet Connection. 

Your computer becoming a part of a Botnet to be 
then used to spread infections to other Internet 
users. 

Loss of data stored on your computer. 




These are scary but can be prevented nonetheless. 
Follow the below given preventive measures and 
stay safe online: 
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Tips to Bank Online Safely 

Ensure that your computer system is up-to-date with robust security software, effective firewalls and operating system protection. 
Ensure that your browser's security level is set as per your Internet activities. 
[Zf Beware of e-mails asking you to enter your PINs or passwords to your bank accounts. 

[Zf Keep in mind to enter your bank's address into the address bar and do not follow any link to go to your bank's website. 

[Zf Don't forget to check for a secure connection while entering your bank's name in the address bar. A secure website address begins 
with 'https' and not with 'http'. 

[Zf Always recheck the entered account number while making any payment. 

[Zf Never leave your computer system unattended when logged in. Make it a habit to log it off as soon as 
you are done, especially if you are working on a public computer. 

[Zf Check your bank statements on regular basis. If you notice any transaction made without your 
knowledge, contact your bank immediately. 

[Zf Be watchful of suspicious 'pop-ups' that may appear on your screen during your online 
session. Never click on such ads. 

[Zf Be attentive while making a payment watch if the payment mode differs from the 
usual mode. 
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Tips to Shop with 



Security and Confidence 



[vj Be watchful and check the background of your online retailer. 

[Zf Go through their privacy and shipping policies. 

[Zf Never visit any shopping site by clicking on any links from spam e- 
mails. 

[Zf Check if the web address you are entering is secure and begins 
with 'https'. 

Know what you are buying read its description, size, quality and 
price. 

Make it a habit to use only secure payment mode PayPal or credit 
card. 

Always print a copy of your order and transaction to keep a record 
of messages that you receive from the seller. 




Important security Tip: 



Secure your PC as well as your online transactions 
with advanced security software. 
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How Safe Are You on 
• Social Networking Sites? \ 

Your day-to-day life involves a lot of online activities and Social 
Networking is one of them! Social Networking websites like 
MySpace, Facebook, Twitter, Pinterest, Linkedln, etc. are 
used widely to connect with others and share information 
like photos, videos, and messages. However, with the 
growing popularity of these sites, the risks like hacking, 
spamming, virus writers, identity thefts, and other criminal 
offences have become widely common. 

i 

There is no doubt that social networks are great ways to stay 
connected; but, sharing your personal information and 

posting every single detail on social networks can 

sometimes land you in trouble. Here are the 
hazards of social networking. 
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Risks involved in 

Social Networking 



Anything you do online can leak out 

Your information is no more personal 

Chances of exploitation are high 

Identity theft instances are common 

Attacks from social networking worms are usual 

It is easy to fall prey to Phishing baits 

Advanced persistent threats to track your activities online 

Cross-site request forgery attacks are prevalent 




With uncountable instances of cyber crime, including sex crimes, 
taking place on the Internet every passing minute, you won't be 
surprised if we say that such offences are most often started on 
social media sites. If reports are to be believed, the Internet- 
initiated crimes are solely the evil-doings of social network users 
who target people through their Facebook and Twitter profiles. 
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How Social Networking Sites Factor in 

Increasing Cyber Crime? 

Here are some news reports and surveys that say that social media plays an important role in 
increasing the cyber crime... 

• According to a report published on the BBC News UK website, there were 653 people 
charged in 2012 out of 4,908 offences reported to 29 forces in England, Scotland and 
Wales. 

• According to a report on SocialNewsDaily, 81% of Internet crimes take place with the 
"help" of popular social media platforms. 

• "Offences or inappropriate behavior on social networking sites such as Facebook and 
Twitter increased from 71 during 2010 to more than 2,100 last year" said the Police 
Service of Northern Ireland (PSNI). 

Though, it is tough to manage life on the Internet, all these facts and figures can hardly stop 
you from being a part of online social networking. If we were to ask you if you could ever 
discontinue using your Facebook and Twitter accounts, could your answer be anything but 
NO? 

So, when social networking is so important in your day-to-day life, why not keep yourself 
updated and informed to be able to fight back such offences easily? Here are some of our 
lackadaisical social networking activities that instigate crime on social networks. 
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What are the Safest Practices 
of Socializing on 

Social Networks? 

1. What you post online stays online-Be it your profile details, any image or your 
daily posts, whatever you post, share or upload stays in your account forever, 
thus making it easy for criminals to steal your information and track your day-to- 
day activity. 

2. Personal information is not personal- Every social media platform asks for your 
personal information like your phone number, image, address, work details, 
designation, role, etc. and such details could be hacked or stolen by criminals to 
commit crime. 

3. Huge list of contacts- Having contacts is good but having a large pool of online 
friends means unknowingly spreading your personal information to large groups 
and on multiple online pages. You never know who may use that information to 
do what... 

Free messaging option add on the problem- It's good to have free messaging 
options on your social network, but messaging services can be used to share 
links that might contain malware too. 

5. Third party applications invite trouble-Sometimes criminals use third party 
applications to steal your personal data from the web. So, beware! 






Now 
that you know 
what causes troubles 
on social networking sites, 
it is important to learn the 
tips to avoid criminal attacks 
while you use your social 
media accounts 
responsibly. 
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How to Ward off 

Social Networking Threats? 




Share minimal information online- Think twice before you post, share or upload anything on your social platform. Remember, there is no Delete 
button on the Internet and anything you share from your profile becomes public instantly. 

Be careful while clicking on links-You may receive links through messages. Treat such links carefully as they might lead your computer to viruses, 
phishing schemes, and other similar stuff. 

Keep less dependency on social media to exchange information- Take the help of e-mail clients to send your data, files, documents, pictures, or 
other information to your friends or clients. 

Use your personal bookmark to enter your social networking site-There are several ways you can access your social networking 
site. It can be through your e-mail or any other website, but it is always better to use your personal bookmark to enter the site. 
Be selective about friends-Social media is all about networking but that doesn't mean you should accept every second person as 
your friend on social networks. 

Avoid using third party application- Some criminals take support from third party applications to steal your important information 
online. It's easy for you to download such applications as they come as extras on your social networking site. So, watch out A 
for what you download. 

Avoid broadcasting your location- Broadcasting your location every time you are out 
can help stalkers and thieves to take advantage. You are indirectly telling the 
criminals where to find you or that you are not at home. 

Change Privacy and Security settings for right- You must learn how to change the 
Privacy and Security settings on social networks as that can help you manage your 
account in a better way. 

Download a strong and reliable Antivirus- No matter what, you should always 
update your PC with latest security software and protect your computer against 
malware, viruses, spyware, Trojans, and other online threats. 



Useful Tip: 



To give the best security support to your computer 
and to ensure a problem-free social networking 
online, you can take help of advance security 
software products from TechGenie. 
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Kids and 
• Online Threats 

You are busy streamlining your online identity; sure there is no harm in this. However, 
if you are reading this portion of the e-book means you have kids in your family and 
want them online safe too, right? Even if you don't have one in the family, you oughl 
to know the consequences and effects of kid's online safety and how terms like 
'cyber bullying', 'identity thefts', 'sextortion' and others have become 
relevant to the little ones today, as they are for mature adults like us. With 
awareness on sensitive topics such as this, the least you can do is 
guide some parent in distress or a child who needs your help. 

As you would agree, this is a very delicate topic and no 
amount of discussion or awareness can be enough to pull 
one out of this trauma, if God forbid one fell on someone. 
However, there are sure indicators that can hint you that 
there is something amiss. We have tried to explain this 
topjr in the form of the questions asked below. 
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How Online Threats Are 

Scarring Young Minds? 

There are several threats that are currently looming large over the Internet world and these have managed to cast their evil spell on kids too. With so 
much exposure to technology and practically it becoming difficult to separate kids and technology, there is nothing much you can do other than being 
yourself aware and educating your child too. The three ugliest threats that look to prey on kids include: 



Identity theft incidents 

Today's kids have PCs, smartphones, and other 
sophisticated gadgets at their disposal. Sure, 
you may set limitations on their use, but that 
definitely doesn't take care of it all. Even a small 
vulnerability can open up doors for virus and 
malware to enter the devices and thereby steal 
data to be manipulated and misused in doing 
deceitful tasks. Imagine a young mind having to 
endure all this, and with no fault of theirs... 

Sextortion 

Just like it is with us, Sextortion among kids also 
have witnessed cyber crooks using the same or 
similar modus operandi to extort cash and kind 
from the unsuspecting victims. Once a child is 
befriended on a social media or instant 



messaging portal, images and videos of the kid 
are stolen or the kid's face is morphed on to 
other images that display the victim in their 
private moments. Once this is done, the images 
and videos are pitched to extort money from 
the kids. Of course, the terror of these images 
going viral on the Internet compels kids to pay 
up, even if it means stealing money from their 
parents and others. 

Cyber bullying and cyber stalking 

This one is by far the uncrowned king of this 
space. From the Americas to Europe and from 
Asia to Africa kids all across the globe fear 
these terms and there are high chances that 
even your kid knows about this from his peer 
group or may have learnt it from the media. 
These tactics are prevalent mostly across the 



social networking sites and on instant 
messaging platforms. Kids who've been 
victimized have complained of being humiliated, 
embarrassed, stalked, and intimidated on such 
portals and have been done so repeatedly. 
Consequences of this have even been 
unfortunate incidents such as kids resorting to 
suicide... 

Texting 

This is one of the easiest ways in which one can 
reach your kid as phone numbers aren't too 
difficult to obtain. Messages can have deeper 
meanings than the one on the surface and 
therefore can help a cyber crook or the predator 
to silently and very effectively hurt your kid and 
force him to do stuff that may be inappropriate 
for his age as well as your family. 
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Who is Responsible for 

Kid's Online Safety? 

Who else but us? 



Of course, our kids need to learn technology or else they will lag behind in the race. However, the onus is on us to give them a protection cover and to 
make sure that they are online safe, everywhere and all the time. 

The first step that you can take in this is to equip your kid's gadget with a solid security solution that can help you to set Parental Controls as per your 
choice and preference. 

Secure the parental control settings with a strong password so that your kid, especially the teen- 
aged one finds it difficult to decode and modify. 
(Yes kids today are smarter than you may think!) 

Regularly monitor their online behavior and habits and keep a close tab to look 
unusual behavior in your kids. 

If you suspect, check their gadgets to log their call details, their messages, their 
social networking profiles, and even their e-mail accounts if required. 
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How Can You Educate 
Your Kids on 

The Hazards of 

The Internet? 

The best way to keep your kid safe is to educate him on 
the hazards. If you are not too friendly with your kid, start 
the process today. It is never too late to begin and 
without your help and support, your kid is always 
susceptible to each of the dangers mentioned above. 
Encourage your kid to share with you his online taste and 
preference and also any incident which may be disturbing 
him. Make the conversations friendly and do not take it 
on yourself to teach him everything in 
one day this is a gradual process and 
let it take time. However, remember 
to not miss out on this, keep it 
slow but steady... This will 
surely help you in keeping him 
safe and away from the risks. 




What to Do in the^r 

Event of 




ident? 




The moment you come to know of an incident, report it 
immediately. Report it to the school or college authorities, to the 
law enforcing bodies, and also to the social media portals where 
the crime has been committed. In case you (or someone else) 
require immediate help, do not hesitate to dial 911 or 
1-800-273-TALK (8255) to contact the National Suicide Prevention 
Lifeline. 

There are plenty of counseling agencies also working toward 
helping cyber crime victims, if need be, contact them urgently. 



Youth on the N 



n on this, you can view our presentation on 
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Are You Downloading 
• Malware? 

Our immense appetite for entertainment takes up a major share of our daily digital 
lifestyle. And one of the most viable ways to satiate our craving for digital 
entertainment is downloading/streaming digital media including music, movies, 
television shows, radio and games. We as well as our kids download/stream online 
media rampantly, sadly without giving much thought to the potential threats that it 
has. So, should we stop downloading online entertainment? Not 
necessarily, but precautions are a must. 

You ought to watch before you click (or leap). Amongst those, here 
are some of the most important signs and risks you cannot give a 
miss. To make you even more aware of the hazards of downloading, 
we have mentioned sites to steer clear of and those you can trust for 
online download and online gaming, safe practices of downloading online 
and using Torrents, peer-to-peer file sharing and many more. 
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Potential threats of online download 



MP3 Threats 

Did you know you are downloading covert data 
thieves along with MP3 files? When you zero in on 
"free MP3" over the Internet, the search results 
will contain pirated MP3 files which are of poor 
quality and contain malware. 

Dangerous "Fan pages" 

Be careful of URLs of fan club pages or comments 
at fan pages which include URLs in comments sent 
through social networking sites such as Facebook, 
Twitter, or YouTube. These pages usually claim to 
be legitimate fan clubs of the artists. These fake fan 
pages are found to have loads of malicious 
software. 

Ads on download sites 

Most of the media download websites run ads and 
banners which redirect users' browsers to 
malicious or pornographic websites, without users' 
awareness. This is one of the most prevalent forms 
of malware infection and browser hijacking tactics 
used by advertisers and cybercriminals. 
Unfortunately, they also target established and 
popular websites to run their banners. 
Illegitimate content sites 



Be careful of illegitimate download websites which 
distribute malicious files that compromise the 
security of users' computer and data. You can only 
track people behind these websites by tracking the 
owners and tools used to develop these sites from 
domain registration websites. 

Malicious media streaming sites 

Cybercriminals tap video, TV shows, and online 
radio websites to catch hold of people wanting to 
watch or listen to these online media. This holds 
true especially during events such as FIFA 
tournaments, Fashion Week events and even after 
natural disasters among others. Cyber criminals use 
such events to infect users with malware in the 
form of latest updates on the events. They redirect 
their target audience to bogus security software 
download websites, instead of the authentic sites, 
for events as part of their phishing activities to 
extract users' personal data from their PC. 

Screensaver and posters 

Do you regularly download movie-related content 
such as wallpapers, screensavers, movie posters or 
watch free movie online? Well then you could be 
exposed to potentially unsafe websites more than 
others who don't do it on a regular basis. 



Downloaded files from these websites can install 
malware on your PC pretty easily. 

Drive-by attacks 

Are you searching for latest movies which are 
showing on theaters? Malware authors lure users 
with these contents. As soon as you click on such 
sites, the site will display false security software 
scams and tools which are purportedly designed to 
enable users to download and see the content. 
However, these files are drive-by downloads which 
get injected in your computer while the movie 
download process is on. Unbeknown to the users, 
these malware filers either corrupt the PC or steal 
its information. 

Avoid surveys for download 

You may also come across websites that ask you to 
complete a survey to be able to complete the 
download process or even ask you to provide your 
financial details to be able to stream movies online. 
These sites will not play movies, but will redirect 
you to the host website which your PC or the 
browser may or may not support. But, once you 
sign up with these sites before starting the survey, 
you will start getting spam messages that can start 
collecting your credit card information. 
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Dangers of torrents 

Are you a torrent junkie? After all, torrent is the most prevalent peer-to-peer (P2P) network to download software, apps, movies, e-books, music or 
games from. Once you start downloading any torrent file, it starts 'seeding' to start upload their downloaded data for other P2P users. That's why it is 
relatively faster than other download sources, though not safe enough. Take a look at these risks you expose your PC to, by using torrent for online 
download. 



Online hackers 

While downloading torrent files, other P2P 
network users who are receiving downloaded 
data collect information of your IP address. 
Thus, online hackers collect such information 
and target your computer to search for 
vulnerabilities. For this reason, it is important to 
scan the hard disk drive to detect and get rid of 
those, also de-select all list of exceptions in your 
firewall and also disable folder sharing to 
prevent such kinds of torrent attacks. 

Ma I ware 

Torrent download process may pose severe 
malware install threats to your computer like 
any file download process, no matter which 
source you use. A hidden torrent malware could 
be installed with the targeted movie or software 
file on your computer. That's why you need to 



scan your computer after you download a 
torrent file using good security software before 
you run the file with uTorrent software. 

Data theft 

User, especially organizations, may run the risk 
of theft of confidential data including payroll 
information, employee details and other 
sensitive information through P2P torrent file 
sharing. If you or your employee is downloading 
the torrent file in the same folder where you 
have stored your business data, the odds of 
data theft through torrent is high; because the 
files of the folder becomes accessible for P2P 
network users. Hence, make sure you are 
storing vital data in different folders, other than 
the torrent download folder. 

Legal hassles 

One of the ugliest threats of downloading a 



torrent file is even much bigger than malware 
threats or data theft. A substantial portion of 
torrent files are copyright-protected content. 
Thus, downloading such copyrighted material 
presents as illegal sharing. Since, movie and 
music industries use agencies to trace IP 
addresses and trackers who are violating 
copyright policies; they may pose legal 
implications, suspension of online service and 
even fines of up to $250,000 or 10 years in 
prison. 



Now that you know the hazards of online 
download, you need to watch out for the sites 
that are unsafe or safe to download from. 
Take a quick look at these points to identify if 
the site that you are accessing now is safe for 
download. 
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How to know if the site is 

safe to download? 

Are you downloading an add-on or plugin to improve your browsing experience? Are 
you downloading pirated software or adult content? Such kinds of files have greater 
chances of having disguised malware embedded in the download. 

Are you using a new website to download a file from? Innumerable websites are 
mushrooming on the cyberspace in order to distribute malware by allowing you to 
download free software or entertainment. It is better to rely on established 
websites, which have been made and maintained for download purposes for years. 

Check out whether the website includes a forum page or a site wherein other users 
who have downloaded files from have posted their feedback, review or comments. 
This can help you to easily figure out if you are downloading a safe file. 

Q Is the size of the file too small than it should be? Chances are that you are 
downloading bogus content. 

When you are downloading any file with extension of '.exe 1 , '.pif, '.bat 1 , and '.scr', 
then make sure you scan the file with the antivirus program before opening or 
running the file on your computer. Remember that one common trick that malware 
authors typically play is that they use double or combination of two file extensions. 

Q Is the file you want to download on your computer unlicensed? If the downloaded 
file does not open a license warning, the file may pose threat to your PC. 



Through the below-mentioned points we 
have tried to roundup the trustworthy 
websites that you can use to download 
movies and download music. Refer to this list 
whenever you have somethingto download. 
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Trustworthy sites to 

download movies 

Pirate Bay - Proven trustworthy and offers large variety of torrent files for movies, as 
well as games, music and software for free download. 

IsoHunt - This free movie download site has the widest ISO libraries files including 
movies, music, software, and games. Files downloaded from this site are guaranteed 
to be free of virus. 

Vertor - This is one of the safest and the one of the most user-friendly torrent movie 
download website. The site has zero risks of bad torrents, fake antivirus, or DRM 
locks. 

Monova - This free torrent download site is known for user-friendly and safe user 
interface and its wide range of software and music other than movies files. 

H33t - With four millions of torrent files available for free download from across the 
world, H33t is widely chosen for downloading movies and music. 

Bit Snoop - With substantial 18 million torrent files for download, Bit Snoop is the 
largest free movie download website search and find any movie, music, software or 
game you are looking for. 

Thunderbytes - Though Thunderbytes is not a large database like Bit Snoop, the site 
is known for 100 percent safe for free download of movies. But, it is not absolutely 
free; you have to pay a nominal fee to the site for each download. 



and are two other reliable 

and safe free movie download websites you 
can count on. Torlock also pays commission 
to users to encourage them into detecting 
virus-infected torrents and file downloads. 
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Legitimate sites to 

stream music 

Now that you have found the safest websites to download movies and music from, here we have 
brought another roundup of free digital media streaming websites to keep you safe and entertained. 

If you love to stream music and play without requiring to download them on your computer, then 
bookmark these top websites to stream music online without any legal or malware risks. 

SoundOwl - No users can upload music on SoundOwl which are not created by them. Moreover, 
this free music streaming site has associated with Copyseeker to trace users who violate the 
policy. Hence, you can stream songs which are legal and posted by the musicians themselves. 

SoundCloud - SoundCloud verifies popular musicians' accounts to check if they're real and mark 
the profile as genuine with a green dot. Hence, you can easily figure out violations by taking a 
look at the indicator. 

Jamendo - The site has a large repertoire of about 400,000 tracks from over 40,000 musicians 
and you can also check out users' ratings before selecting a track. Browse music on the 
basis of most downloaded, popularity of tracks and new releases. 

MP3.com -The most veteran of the band of free music streaming sites, MP3.com has been here 
since 1997. The site boasts of a wide range of high-bitrate MP3 files and features galore new 
tracks everyday and also tracks that are unlikely to find on other sites. 

Amazon -The online shopping behemoth offers massive collection of free songs (about 56,011 
free tunes) and is growing bigger with more tracks being added to the site every day. To find all 
these free music tracks on Amazon, try this click 'MP3 Music', go to 'Music by Price', choose 
'Songs' and select 'Free' and you are done. 




Other noteworthy sites that also deserve 
your attention while you are looking for safest 
sites to stream free music online from include 
Last.fm, NoiseTrade, Free Music Archive and 
MadeLoud. 
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What are safe practices of 

downloading online? 

While you continue using these aforementioned websites to download movies, music, 
games, and software from, follow these safe practices of streaming and downloading 
digital content online. 

Make sure you are using an updated and renowned antivirus or antispyware 
program or firewall with real-time detection mode enabled so that it can spot if your 
downloaded content is hiding a malware. 

Be careful while downloading executable .exe files. Most of these files contain 
malware. 

Use these abovementioned trustworthy websites to download entertainment files 
from, rather than using any random peer-to-peer website. 

Be careful of the name and the description of the file you are downloading. Online 
hackers distribute malware-borne or pornographic content by the name of a how-to 
video clip. 

Visit and use the official website to ensure you are downloading legitimate software. 

■ 




Cyber crooks and malware are growing and spreading profusely that it is imperative to be cautious about what we click, where we navigate to and what 
content/service is safe to use. That's why comprehensive security software is a must for your computer to be able to detect and protect against all 
unwarranted threats to help you browse, shop, bank, socialize, work and play safe, without slowing down your PC's performance. 
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Check out Our 

TechGenie Products 









Hence, get any of the following effective PC optimization and security software to 
experience fast, safe and hassle-free digital life. 



TechGenie 
PC Optimizer Pro 
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